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Background: Customs Fraud Detection 

●  Detect under and over-valuation of import/export declarations. 
○  Over-valuation of import : Disguise capital flights as a form of trade 

payment 
○  Under-valuation of exports: Intended to conceal tax profit abroad   

●  Emerging risk of customs fraud. 

https://yhoo.it/2IXqboy 



Traditional Approaches 

●  Auditors experience. 
●  Rule based systems. 
●  Analysis of  statistical discrepancies in the 

trade data.  
○  Price filter method (unit price 

analysis). 
○  Identify normal unit price ranges of 

homogeneous product groups. 
■  E.g., based on HS6 codes. 

○  Partner country method. 

 ●  Mirror data analysis. Comparing the data records of importing and 
exporting countries. 



Some Disadvantages of Previous Approach 

●  Auditing is a lengthy and slow process. 
○  Depends on working habits, skills, honesty of the person 

concerned. 
●  Rule based system lack agility: 

○  The partner country can have legitimate differences in mirror 
data. 

○  Grouping of homogeneous products by categories. 
■  Even same HS6 codes can have heterogeneous goods. 

○  Differences between price ranges of same product. E.g., 
leather goods. 

○  Difficult to obtain trading data at transaction level from 
partner countries. 



Available Dataset 

●  2013 ~ 2017 customs data, Nigeria  
●  ~ 2 million data entries with 21 

variables. 
●  Imbalanced, labelled, anonymised.  

○  ~10.5% entries with illicit label. 
●  Due to recent policy changes in the 

concerned country, all imports are 
inspected. 
○  Hence labelled. 

■  Generally, such labelled 
data is unavailable. 



Machine Learning 

●  With advent of digitized data collection, machine learning (ML) 
models can aid in tax fraud detection. 

●  Data science and data mining coupled with machine learning 
models can outperform traditional approaches. 

●  Data mining is already employed by various countries to detect 
taxpayers who evade county’s regulations. 

●  ML techniques can help to discover ‘hidden’ features in the data, 
offering better results. 

 



ML Approaches for fraud detection 

●  Broadly, machine learning approaches can be grouped: 
○  Supervised 
○  Unsupervised 

●  Supervised categories depend on the availability of labelled data.  
●  Using past data, build risk profiles and predict probability of 

defaulting, or suspicious behavior. 
●  Neural networks, tree based methods,  classifiers (Bayes, nearest 

neighbors etc.) are employed. 
●  Semi-supervised algorithms involve clustering and adjustment of 

cluster weights according to labelled data. 



ML Approaches for fraud detection 

●  Often ensembles of different approaches are used to increase 
accuracy of models. 
(e.g., an ensemble of linear regression and tree based methods, 
an ensemble of unsupervised clustering and neural networks.) 

●  Use of completely unsupervised methods is rather low . 
○  Prediction performance is low 

●  Availability of labelled data is low, which calls for inclusion, 
development and improvement of unsupervised methods. 



Approach going forward 

●  Newer approaches should be designed keeping the scarcity of 
labelled data in mind. 

●  Unsupervised methods could play an important role, working in 
tandem with the supervised approaches. 

●  Time-series prediction for price range detection using state of the 
art techniques. 

●  Learning nuanced representations of fraudulent transaction using 
state of the art techniques. 

●  Generating labelled data using unsupervised approaches. 



Clustering 
●  Clustering means partitioning the input data into different groups. 

○  Based on intrinsic similarities in the data. 
●  Traditional approaches rely on notion of ‘distance’ in the original 

data space. 

 

 



Clustering 
●  Various semi and unsupervised approaches have been used in 

the past to cluster the similar data. 
●  Traditional approaches like KMeans, hierarchical clustering 

generally might not perform well: 
○  Large gaps in data: density and sparsity of data points. 
○  Large sized, high dimensional data not suitable for traditional 

approaches. 
●  Customs data is large, imbalanced, and with varying densities of 

features. 
○  Illicit transactions can very well be mixed with legitimate 

transactions.  
■  E.g., a high end leather good mixed with middle-range 

leather good. 

 



Autoencoders 

●  A type of neural network, used for learning the efficient 
representation of input data. 
○  Unsupervised manner. 
○  ‘Deep’ clustering method. 

 

 

https://en.wikipedia.org/wiki/Autoencoder 
Lower-dimension Representation



If we can reconstruct  the original input  with the code, which means that  
the code contains the most informative representation of the original input.     

The code  vector could be further applied in 
●  Dimension reduction 
●  Clustering 
●  Adding features 
●  Visualization 

 

Autoencoders 



Autoencoder for Clustering 
●  Use autoencoder for learning representations of normal/illicit data: 
●  Embedded representations are favorable to clustering. 

●  Either embedded space is used 
for clustering purposes as such. 

 

●  Or clustering is used as a pseudo-
label to push the further embeddings 
into that space. 

https://arxiv.org/abs/1901.07752 



Autoencoder for Clustering 
●  An efficient clustering algo can be used to identify groups of 

transactions with fraudulent behavior. 
●  Such clusters can further be  ensembled with standard machine 

learning algorithms: 
○  Linear or logistic regression. 
○  Tree based or neural networks. 

Training 
Data 

(m*n) 

Deep 
autoencoder 
clustering 

New Training Data, 
with predictions from 

autoencoded-clustering 
(m * (n+ń)) 

Final 
Prediction 

Second-Level 
Model (Tree 
based, neural 

nets, traditional 
statistical, etc. 



Autoencoder for Anomaly Detection 
●  We train an autoencoder based on normal data, so the autoencoder 

learns how to reconstruct the normal inputs. 
●  When there’s a anomaly input appears, the autoencoder can not 

reconstruct the anomaly input . Eventually, the reconstruct error 
would be larger than a normal input. 



Autoencoder for Anomaly Detection 
●  The figure on the left shows how autoencoder learns to minimizing MSE loss for 

normal data 
●  The figure on the right show that the reconstruction error of anomalous data  

Has a larger distribution than normal data.  
●  Mean value of reconstruction error of normal data: 0.104 
●  Mean value of reconstruction error of illicit  data: 0.1259 

 
 

http://bit.ly/35FJs7B 



Dynamic Price Prediction in UN Pulse Lab 

●  Developed Nowcast model to help predicting price data in developing nations. 
●  Predicted commodity price by weight-averaging previous price and price 

appeared in Tweets. 
●  Minimized the effect of outlier tweets by regularizing. 

 

http://bit.ly/2oRVudg  



Recurrent Neural Network 

●  The Recurrent Neural Network (RNN) is a kind of neural network  

that could handle sequential information. 

●  We  can estimate the price distribution using RNN and detect under/over pricing 
 
 



Recurrent Neural Network 

●  Anomalous Event:  Price ≥ µ + kσ or Price ≤ µ − kσ  

●  We detect the upcoming anomalous event  if the predicted price is outside the 

interval. 
 
 



Applying Technique from NLP 

 
 ●  Using existing word embedding to learn from some text data  

●  Finding representation for importers, items, HS6 codes, etc 

●  Exploring diverse techniques for embedding different structures 
 
 



Expected Results 

●  IMPORTER.TIN == ‘IMP364856’                        → [0.28, 0.16, … , 

0.43, 0.91] 

●  DECLARANT.CODE == ‘DEC795367’             → [0.48, 0.35, … , 0.13, 

0.42]  

●  HS6 == ‘870323’                                                            →  [0.92, 0.47, 

… , 0.82, 0.60]  

●  ‘Used motor vehicles > 1500cc <= 3000cc’  →  [0.91, 0.45, … , 0.89, 

0.57] 

 

→ Use those representations as model inputs 

→ Calculate similarity between attributes 
 



Taxonom

y HS6 Code 
Embedding 

 

http://bit.ly/35GOpgp  



Possible Approach - Poincare Embedding 

http://bit.ly/2qdKwz8   



Semi-Supervised Learning for lacking in labels 

Mostly Checked 
-> Know illicit/licit  

Mostly Unchecked 
-> No labeled data 



Recent Advancement of SSL 

CIFAR-10 dataset SSL almost reach full supervised benchmark 
http://bit.ly/35I0TV9 



Explored Diverse Risky Profiles 

●  Adding several combination of existing attributes  

○  HS6&ISO3 

○  OFFICE&HS6 

○  OFFICE&IMPORTER.TIN 

 



Adjusting Ratio for Risky Profiles 

 

 

 

 

 

○  Before:  1/(1+0) = 100% > 99/(99+1) = 99% 

○  Adjusted ratio (k=10): 1/(1+0+k) = 9%  < 99/(99+1+k) = 90%  

 

ILLICIT LICIT 

IMPORTER A 1 0 

IMPORTER B 99 1 



Still, Feature Engineering is Important 

83.5% → 
87.6% Area Under Curve 

Train: Y2016, Test: Y2017 

(+ several features) (only numeric fields) 



Designed Additional Strong Features 

●  tax.ratio = total.taxes/cif.value  

                 → AUC is improved over 1%  

●  processing.time = receipt.date-sgd.date 

                 → AUC is improved over 1% 



Final Thoughts 

●  Which metrics should we optimize?  

○  AUC 

○  F-score 

○  Seizure rate 

  ○  Amount of tax missed 



Thank you! 
mcha@ibs.re.kr  
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Onlice Price Data Collection 



Various of goods are accessible, e.g., 

●  Retailed general merchandise: amazon.com, taobao.com, beibei.com, ... 
 

●  Wholesale merchandise: 1688.com, ... 
 

●  Second-hand general merchandise: ebay.com, xianyu, ... 
 

●  Used vehicles: autohome.com, guazi.com, ...  

Online Shopping Platforms 



Price text can be captured from the HTML file  

Web Crawling  

Markers of the Price

Price Text

Product Hyperlink



Automatically simulate web browsing process  

Web Crawling  

What amazon thinks we do 

What our program really does 

Item description (input) 

Downloads the .html 
and extracts 

(output) 



Online Price Estimation  
The price of used cars are specific by car type, serviced year, serviced 
distance... 

We consider utilizing interpolation methods to estimate the unobserved prices 



Import Price Estimation  
A bias from region: between external online price & local CIF price 

●  Relative_Price | ISO, licit = Reported_CIF_Price / Online_Price 
●  Estimate a reasonable distribution of price (e.g, Gaussian) 
●  Output the estimated probability and bias as two features for prediction 



For Price Collection: Korean Web Community 

1.  Data source provider: AISpera: https://aispera.com/ 

2.  Compared famous community websites: http://bit.ly/33AJBHw 

3.  List of community website we decide to proceed: 

a.  Joongonara (https://cafe.naver.com/joonggonara): The largest Buy/Sell 

comm. 

b.  Bobaedream (https://www.bobaedream.co.kr/): Used car prices from dealers 

c.  Ppomppu (http://www.ppomppu.co.kr/): Famous for smartphone sales 

d.  Clien (https://www.clien.net): Buy/Sell for used cellphone / IT devices 

e.  Todayhumor (http://www.todayhumor.co.kr/): Have a board related to car 

4.  We will receive the data dump at the end of this month. 



Thank you! 
mcha@ibs.re.kr  


