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PEOPLE 

Multilingual, well-traveled, and tech-
savvy analysts 

•  15+ languages in-house, 
including Arabic, French, 
Mandarin, Russian, Spanish, 
Hindi, and Swahili.  

•  Field research in 50+ countries, 
including conflict zones, like 
Somalia, Ukraine, Mali, 
Guatemala, and South Sudan 

Integrated suite of “high-advantage” 
data for commercial investigations 

•  300+ business, tax, property, 
shipping, and judicial registries in 
120 jurisdictions, along with 
commercial trade, banking, and 
customs data 

•  Augmented by new data, like 
social media, satellite imagery, 
and geo-location  

TECHNOLOGY DATA 

Cutting-edge, emerging technology 
in innovative & practical ways  

•  Partnerships with leading tech 
providers like Palantir, Windward, 
& Panjiva 

•  When we recognize a gap in 
currently available technology, 
we regularly adapt or build our 
own open source software to fill 
it 

C4ADS is a 501(c)(3) non-profit that leverages data and cutting-edge technologies to 
uncover and map transnational illicit networks. 

WHO WE ARE  
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METHODOLOGY 

C4ADS combines multi-lingual and widely traveled analysts with technology driven ability to fuse 
disparate data across languages, regions, and types to tackle global conflict issues.  

1800  
Tons of illicit contraband 
seized (including weapons, 
ivory, timber, TBML materials) 

 

In-house fluencies in 15+ 
critical languages and field 
travel to 50+ countries 
including conflict zones and 
fragile states  

300 + business, tax, property, 
shipping, and judicial 
registries in 150 jurisdictions 
with social, media, satellite 
imagery, and geo location  

Philanthropic partnerships 
with technology companies 
(Palantir, Windward) as well 
as internal data science 
engineering capabilities  

PEOPLE DATA TECHNOLOGY 

3.1 bln 
Dollars worth of trade 
disrupted against proliferation 
and crime networks 

39  
US Government 
enforcement actions 
across multiple programs  
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OBJECTIVES 

C4ADS’s primary objective was to demonstrate that Illicit criminal organizations and militant groups 
follow an observable logic when making decisions on where and how  to base their operations 

Physical constraints such as 
access and proximity to water, 
road networks, and geographic 
terrain drive settlement and 
basing decisions 
 

Economic profits  from illicit activities 
–  trafficking of fuel, weapons, and 
narcotics as well as kidnapping –   
incentivize operations and modulate 
the risk profiles.  
 

PHYSICAL TERRAIN  ECONOMIC TERRAIN  

Social networks (familial and  
tribal relationships) bind licit and 
i l l icit actors and underpin 
p o l i t i c a l a n d e c o n o m i c 
activities across borders.  
 

HUMAN TERRAIN  

C4ADS hypothesized that if physical constraints govern how and where transnational criminal 
groups and terrorist organizations move, these constraints can help narrow down vast areas of 

difficult terrain into more manageable targeting, enforcement and investment activities 
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THE MODEL: WATER AVAILABILITY 

in the Sahel, access and proximity to water, road infrastructure and civilian settlements pose 
the most risk/challenges to trans-national criminal groups and terrorist organizations . 

 Climatology: Annual rainfall 
(200mm to 600mm annually)   

Consumption: 2.25 gallons 
per person; 12.5 gallons per 
day for 5 men; 10 jerrycans 
per day/per vehicle 

Distribution: Mapped 
watering holes, oases, and 
man-made wells 

Feasible travel: Estimated 
distance feasibly travelled 
off road  
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THE MODEL: SETTLEMENTS, ROADS, AND TERRAIN 

Population Centers:  
Pose discovery risk from 
informants and security 
patrols.  

Road Infrastructure: 
Poses discovery risk 
from informants, 
security patrols, ingress/
egress 

Terrain Cover: Poses 
discovery risk  
(surveillance) on flat 
ground; advantage on 
mountainous 
terrain(cache storage)   

Second Version of the model enriched 
with water, road and settlement data 

Third Version of the model enriched with 
terrain cover data  

Areas Shaded in White: 
Access to water; sufficient 
distance from settlements 

and roads but on flat terrain 

Areas Shaded in Red: Ideal 
AQIM basing/settlement 

zones 

 



Unless specifically stated, the mention of any company, organization, individual, or other entity in this document or any attachments thereto does not imply the violation of any law, statue, or international agreement, and should not be construed as such.  
Business Proprietary - Not for External Release 

MODEL CALIBRATION: ATTACK METHODOLOGIES 

French-Sahelian Raids: French 
attacks on AQIM near 
population centers (staging 
grounds for licit illicit activities) 
in resource poor towns 

French-Sahelian Bases: French 
FOBs match conducive AQIM 
Basing regions.  

Water Source Targeting: 
French, Mali and Mauritanian 
forces targeted wells in model-
predicted areas 

AQIM Raids: Forage into 
population centers after raids 
destroyed 

French FOB from Operation 
Barkhane in close proximity 

to Model-predicted 
conducive encampment 

areas 

October, 2013 and January 
23, 2014 clashes between 

French and Mauritian 
forces and militants 
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MODEL CALIBRATION: VULNERABLE RESOURCES 

Risk Profile: Natural 
resource locations, NGOs, 
business are high risk 
targets based on distance 
to encampment zones.  

Attack Staging: 
Conducive basing areas 
are good logistics hubs for 
forward attacks on natural 
resource hubs 

Attack Range: Facilities 
located close to 81% to 
100% encampment-
conducive zones at 
higher risk for attack 

 

 

May 2013 Attacks on Niger Natural 
Resource Targets 

Natural Resource Projects Within 2 
Days Driving Distance of 80-100% 

Zones  
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MODEL CALIBRATION: ASSOCIATED ILLICIT 
ACTIVITIES 

Illicit Convergence: 
Smuggling networks exist 
in concert and/or 
competition with militant 
groups and state actors 

Social Convergence: 
Militant groups are socially 
connected to tribal 
networks for both 
protection and influence. 

Economic Convergence: 
Militant groups and 
smuggling/trafficking 
activities transit through 
like routes exploiting 
existing relationships 

 

 

 

 

 

Fuel Smuggling Corridors from 
Algeria to Mali 
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Contact Us:  
 
1100 H Street NW, STE 750 
Washington, D.C., 20005  
 
(+1) 202-289-3332 
info@c4ads.org  

innovation for peace  


